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About this Book

The Information Security Solutions Europe Conference (ISSE) has been started in 1999 by eema
and TeleTrusT with the support of the European Commission and the German Federal Ministry
of Technology and Economics. Today the annual conference is a fixed event in every IT security
professional’s calendar.

The range of topics has changed enormously since the founding of ISSE. In addition to our ongo-
ing focus on securing IT applications and designing secure business processes, protecting against
attacks on networks and their infrastructures is currently of vital importance. The ubiquity of so-
cial networks has also changed the role of users in a fundamental way: requiring increased aware-
ness and competence to actively support systems security. ISSE offers a perfect platform for the
discussion of the relationship between these considerations and for the presentation of the prac-
tical implementation of concepts with their technical, organisational and economic parameters.

From the beginning ISSE has been carefully prepared. The organisers succeeded in giving the
conference a profile that combines a scientifically sophisticated and interdisciplinary discussion
of IT security solutions while presenting pragmatic approaches for overcoming current I'T secu-
rity problems.

An enduring documentation of the presentations given at the conference which is available to
every interested person thus became important. This year sees the publication of the eleventh
ISSE book - another mark of the event’s success — and with 22 carefully edited papers it bears
witness to the quality of the conference.

An international programme committee is responsible for the selection of the conference contri-
butions and the composition of the programme:

o Ammar Alkassar (TeleTrusT/Sirrix AG)

« John Colley ((ISC)?)

 Marijke De Soete (Security4Biz)

¢ Jos Dumortier (KU Leuven)

o Walter Fumy (Bundesdruckerei)

o David Goodman (EEMA)

o Michael Hartmann (SAP)

o Marc Kleff (Unify)

o Jaap Kuipers (Id Network)

o Patrick Michaelis (AC - The Auditing Company)

o Lennart Oly (ENX)



X About this Book

Norbert Pohlmann (TeleTrusT/Institute for Internet Security - if(is))
o Bart Preneel (KU Leuven)

o Helmut Reimer (TeleTrusT)

o Wolfgang Schneider (Fraunhofer Institute SIT)

o Marc Sel (PwC)

o Jon Shamah (EEMA/E] Consultants)

o Franky Thrasher (Electrabel)

o Erik R. van Zuuren (Deloitte)

o Claire Vishik (Intel)

The editors have endeavoured to allocate the contributions in these proceedings — which differ
from the structure of the conference programme - to topic areas which cover the interests of the
readers. With this book TeleTrusT aims to continue documenting the many valuable contribu-
tions to ISSE.

Norbert Pohlmann Helmut Reimer Wolfgang Schneider
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TeleTrusT - IT Security Association Germany

TeleTrusT - IT Security Association Germany TeleTrusT is a widespread competence network
for IT security comprising members from industry, administration, research as well as national
and international partner organizations with similar objectives. With a broad range of mem-
bers and partner organizations TeleTrusT embodies the largest competence network for IT
security in Germany and Europe. TeleTrusT provides interdisciplinary fora for IT security ex-
perts and facilitates information exchange between vendors, users and authorities. TeleTrusT
comments on technical, political and legal issues related to IT security and is organizer of
events and conferences. TeleTrusT is a non-profit association, whose objective is to promote
information security professionalism, raising awareness and best practices in all domains of
information security. TeleTrusT is carrier of the “European Bridge CA” (EBCA; PKI network
of trust), the quality seal “IT Security made in Germany” and runs the IT expert certification
programs “TeleTrusT Information Security Professional” (T.I.S.P.) and “TeleTrusT Engineer
for System Security” (T.E.S.S.). TeleTrusT is a member of the European Telecommunications
Standards Institute (ETSI). The association is headquartered in Berlin, Germany.

Keeping in mind the raising importance of the European security market, TeleTrusT seeks
co-operation with European and international organisations and authorities with similar ob-
jectives. Thus, this year’s European Security Conference ISSE is again being organized in col-
laboration with TeleTrusT’s partner organisation eema and supported by the European Com-
mission.

Contact:

TeleTrusT - IT Security Association Germany
Dr. Holger Muehlbauer

Managing Director

Chausseestrasse 17, 10115 Berlin, GERMANY
Tel.: +49 30 4005 4306, Fax: +49 30 4005 4311
http://www.teletrust.de
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EEMA

EEMA is a non-profit membership association registered in Brussels. For over 25 years, from the
dawn of the digital age, EEMA has helped European companies gain a competitive advantage and
make informed technology choices and business decisions. Today it is the place where profession-
als gather to meet, network and define best practice in the areas of identity management and cy-
bersecurity. EEMAs member representatives are drawn from leading corporate and multi-national
end-user organisations, service providers, consultancies, academia, as well as local, national and
European governmental agencies

In addition to a regular online newsletter and other information dissemination activities, EEMA
benefits its members through conferences, thought leadership seminars and workshops, often in
collaboration with partners such as ENISA, OECD, BCS, TDL, LSEC, TeleTrusT, ECP, Chamber
of Commerce, CEN/ETSI, Digital Policy, ITU, Alliance, e-Forum, FAIB, FEDICT, IDESG, ISC2,
United Nations, Oasis, SANS, SECEUR, GSMA, OIX and the Kantara Initiative. Recent EEMA
events include ‘Digital Enterprise Europe — Managing Identity for the Future’ in London, “Trust in
the Digital World’ in Vienna (in partnership with Trust in Digital Life) as well as special interest
group meetings on ‘Evolution & Future of eSignature & eSeal’ and ‘Cybersecurity — State of Play’ in
Brussels.

With its European partners, EEMA also participates in several high profile EU-sponsored projects
including STORK 2.0 (Large scale pilot for e-ID interoperability between governments), SSEDIC
(Scoping the single European digital identity community), Cloud for Europe (Public sector pre-com-
mercial procurement in the Cloud) and FutureID (Shaping the future of electronic identity).

Visit www.eema.org or contact EEMA directly on +44 1386 793028 or info@eema.org
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